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Incidents/Articles of Note:

Virginia National Guard confirms cyberattack hit Virginia Defense Force email

accounts

Microsoft Office Users Targeted in a New Zero-Day Attack

Two-thirds of cloud attacks could be stopped by checking configurations

FBI warns food and agriculture sector about ransomware attack increase impact

Email scammers posed as DOT officials in phishing messages focused on $1

trillion bill

General Promises US 'Surge' Against Foreign Cyberattacks

Update your iPhone: Spyware company using 'terrifying' hack, researchers say

 

- Tools and Resources -

 

Resource | CISA

Cyber Essentials

CISA’s Cyber Essentials is a guide for

leaders of small businesses as well as

leaders of small and local government

agencies to develop an actionable

understanding of where to start

implementing organizational

cybersecurity practices. Download

the Cyber Essentials Starter Kit, the

basics for building a culture of cyber

readiness. 

View Resource

 

 

Report | ACSC

ACSC Releases Annual

Cyber Threat Report

The Australian Cyber Security Centre

(ACSC) has released its annual report

on key cyber security threats and

trends for the 2020–21 financial year.  

 

The report lists the exploitation of the

pandemic environment, the disruption

of essential services and critical

infrastructure, ransomware, the rapid

exploitation of security vulnerabilities,

and the compromise of business email

 as last year’s most significant threats.
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily reflect the
opinion of the Virginia Fusion Center. The sources have been selected to provide you with event information to

highlight available resources designed to improve public safety and reduce the probability of becoming a victim of a
crime.
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